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Abstract

EMBER is a privacy-focused cryptocurrency that addresses one of the most persistent
challenges in proof-of-work systems: the centralization of mining power into industrial-
scale operations. Built as a fork of Monero v0.18.3.4, EMBER inherits battle-tested privacy
technology including ring signatures, stealth addresses, and Ring Confidential
Transactions (RingCT), while introducing a novel asymptotic reward curve mechanism that
fundamentally breaks the economics of mining farms. The core innovation is a block
reward function that reduces effective payouts for miners who control a disproportionate
share of recent block production, calculated over a 144-block lookback window. This paper
presents the theoretical foundations, implementation details, security analysis, and
economic implications of the EMBER protocol.

Table of Contents

1. Introduction

2. Background and Motivation

3. The Mining Centralization Problem
4. Asymptotic Reward Curve Theory

5. Protocol Specification



6. Implementation Architecture
7. Security Analysis
8. Economic Model
9. Privacy Guarantees
10. Network Parameters
11. Consensus Modifications
12. Attack Vectors and Mitigations
13. Performance Analysis
14. Comparison with Existing Solutions
15. Future Work
16. Conclusion

17. References

1. Introduction

The original vision of cryptocurrency, as articulated by Satoshi Nakamoto, was a peer-to-
peer electronic cash system where “one CPU, one vote” would ensure democratic
participation in the consensus process [1]. In practice, this vision has been systematically
undermined by the emergence of specialized mining hardware and industrial-scale mining
operations that concentrate hash power — and therefore economic rewards — in the
hands of a small number of entities.

EMBER proposes a protocol-level solution to this problem through the introduction of an
asymptotic reward curve. Rather than attempting to make mining hardware more
egalitarian (an approach that has repeatedly failed as ASICs are developed for each new
algorithm), EMBER directly attacks the economic incentive for scale by ensuring that
marginal returns on additional hash power decrease hyperbolically once a miner exceeds
a threshold share of recent block production.

The fundamental insight is that mining centralization is driven by economies of scale — the
ability to reduce per-unit costs through bulk purchasing of hardware, electricity, and facility
space. By making the reward function itself scale-adverse, EMBER eliminates the profit
motive for large-scale operations while preserving full incentives for individual miners.




2. Background and Motivation

2.1 The State of Mining in 2026

The cryptocurrency mining industry has evolved into a highly concentrated sector. In
Bitcoin, the top five mining pools control over 70% of total hash rate [2]. Even in privacy-
focused cryptocurrencies like Monero, which employ CPU-friendly algorithms, mining pools
have emerged that aggregate significant portions of network hash power.

This concentration creates several problems. First, it introduces systemic risk — a small
number of entities can potentially collude to perform 51% attacks or selectively censor
transactions. Second, it undermines the censorship resistance that is fundamental to
cryptocurrency’s value proposition. Third, it creates geographic concentration as miners
cluster in regions with cheap electricity, making the network vulnerable to regulatory action
in specific jurisdictions.

2.2 Previous Approaches
Several approaches have been attempted to address mining centralization:

Approach Example Limitation

ASIC-resistant algorithms ~~ RandomX, Ethash  Delays but does not prevent specialization

Memory-hard functions Scrypt, Equihash GPUs still offer advantages over CPUs
Proof-of-Stake Ethereum 2.0 Introduces plutocratic governance

Merged mining Namecoin Does not address centralization directly
Pool-resistant designs P2Pool Reduces pool power but not farm economics

None of these approaches directly address the fundamental economic incentive for scale.
EMBER’s reward curve operates at the protocol level to make scale economically
irrational, regardless of what hardware is used.

2.3 Monero as Foundation

EMBER is built on Monero v0.18.3.4, chosen for several reasons. Monero provides
mature, audited privacy technology that has withstood years of cryptographic scrutiny. Its



RandomX proof-of-work algorithm is specifically designed for CPU mining, providing a
natural complement to EMBER’s anti-farm reward curve. The Monero codebase is well-
documented, actively maintained, and has a proven track record of secure operation since
2014.

3. The Mining Centralization Problem

3.1 Economic Analysis of Mining Farms

In a traditional proof-of-work system with linear reward functions, the expected revenue for
a miner is directly proportional to their share of total network hash power:

E[revenue] = (hash_rate_miner / hash_rate_network) x block _reward x blocks_per_day

This linear relationship means that a miner who doubles their hash power exactly doubles
their expected revenue. Combined with sublinear cost scaling (bulk hardware discounts,
lower per-unit electricity costs, amortized facility costs), this creates a strong economic
incentive for consolidation.

3.2 The Economies of Scale Problem

Mining farms benefit from several cost advantages that are unavailable to individual
miners:

Hardware costs decrease with volume purchasing. A farm ordering 1,000 mining units
typically receives 15-30% discounts compared to retail pricing. Electricity costs decrease
with industrial power contracts, often 40-60% below residential rates. Facility costs are
amortized across more units, reducing per-unit overhead. Maintenance costs benefit from
specialized staff serving many machines simultaneously.

These advantages compound to give large operations a 50-70% cost advantage per hash
over individual miners, making it economically irrational for individuals to mine in traditional
systems.

3.3 Consequences of Centralization

Mining centralization produces cascading negative effects on cryptocurrency networks:



1. Censorship vulnerability — Concentrated miners can be compelled by
governments to exclude specific transactions

2. 51% attack risk — Fewer entities need to collude for a majority attack

3. Geographic risk — Concentration in specific jurisdictions creates regulatory single
points of failure

4. Governance capture — Large miners exert disproportionate influence on protocol
development

5. Wealth concentration — Mining rewards flow to capital-rich entities rather than
distributed participants

4. Asymptotic Reward Curve Theory

4.1 Core Principle

The EMBER reward curve is based on a simple mathematical insight: by making block
rewards a decreasing function of miner concentration, we can create a system where total
earnings plateau regardless of hash power invested. The function is designed such that
the marginal reward for additional hash power approaches zero as miner share increases.

4.2 Mathematical Formulation

Let:

B = base block reward (from emission schedule)

s = miner’s share of blocks in the lookback window

6 = threshold parameter (set to 0.01, i.e., 1%)

R(s) = effective reward function

The EMBER reward function is defined as:
R(s) =B x min(1.0, 6/s)

This produces the following behavior:

e For s <0: R(s) = B (full reward)



e Fors>0:R(s) =B x 6 /s (hyperbolically decreasing)

4.3 Total Earnings Analysis
The total earnings for a miner over the lookback window are:
Total = R(s) x s x W
where W is the lookback window size (144 blocks). Substituting:
Fors>6:
Total=(Bx0/s)xsxW=Bx0xW

This is a constant, independent of s. A miner controlling 2% of blocks earns the same total
as a miner controlling 50% of blocks. This is the key insight: total earnings are capped
regardless of hash power invested, destroying the economic rationale for scale.

4.4 Threshold Selection

The threshold 6 = 0.01 (1%) was chosen based on several considerations:
1. Network size target: With 8 = 0.01, the system incentivizes at least 100
independent miners for optimal reward distribution

2. Variance tolerance: At 1% of 144 blocks, a miner expects ~1.44 blocks per window,
providing reasonable reward frequency

3. Gaming resistance: The threshold is low enough that splitting hash power across
addresses provides minimal benefit (see Section 12)

4. Fairness: Individual miners with modest hardware naturally fall below 1% in any
reasonably-sized network

4.5 Lookback Window Design

The 144-block lookback window serves multiple purposes:
o Temporal scope: At ~2 minutes per block, 144 blocks spans approximately 4.8
hours, providing sufficient statistical sample while remaining responsive to changes

+ Gaming resistance: The window is long enough that intermittent mining (mining
intensely then stopping) does not circumvent the curve



» Stability: Reward calculations are smooth and predictable, avoiding sudden reward

changes that could destabilize mining behavior

5. Protocol Specification

5.1 Block Validation Rules

When validating a new block, the EMBER protocol performs the following additional steps

beyond standard Monero validation:

1. Extract the coinbase transaction’s destination address (miner address)

2. Query the blockchain database for the previous 144 blocks

3. Count how many of those blocks were mined by the same address

4. Calculate miner_share = count / 144

5. Compute effective_reward using the reward curve formula

6. Verify that the coinbase transaction amount does not exceed effective_reward

5.2 Miner Identification

Miner identification uses the coinbase transaction output. Each block’s coinbase

transaction contains a single output to the miner’s address. The protocol extracts the one-

time public key from this output and compares it against previous blocks’ coinbase outputs

to determine miner share.

5.3 Consensus Parameters

Parameter
LOOKBACK_BLOCKS
THRESHOLD
MIN_REWARD_FRACTION
BLOCK_TIME

ADDRESS_PREFIX

Value

144

0.01

0.0001

120 seconds

512

Rationale
~4.8 hours at 2-min blocks
Targets 100+ independent miners
Prevents zero-reward edge cases
Inherited from Monero

Unique EMBER addresses



5.4 Emission Schedule

EMBER inherits Monero’s smooth emission curve with the following modification: the base
reward before curve application follows the standard formula:

base_reward = (M - A) x 2/(-20) x 10(-12)

where M is the maximum supply and A is the current supply. The asymptotic curve is
applied on top of this base reward, meaning total emission is slower than the base
schedule (since some miners receive reduced rewards).

6. Implementation Architecture

6.1 Source Code Structure

The EMBER reward system is implemented in two primary files within the

src/cryptonote_core/ directory:

ember_reward.h — Header file defining the EmberRewardCurve class with static
methods:

e get_miner_share() — Queries blockchain for miner’s recent block count
e apply_curve() — Applies the reward formula to a base reward

e get_effective_reward() — Combined method for block validation

ember_reward.cpp — Implementation file containing:

Database queries for the 144-block lookback

Miner address extraction from coinbase transactions

Reward calculation with overflow-safe integer arithmetic

Logging infrastructure for debugging and monitoring

6.2 Integration Points

The reward curve integrates with the existing Monero codebase at a single critical point:
the validate_miner_transaction() function in blockchain.cpp. This function is
called during block validation to verify that the miner’s coinbase reward does not exceed



the allowed amount. EMBER modifies this check to use the effective reward (after curve
application) rather than the base reward.

6.3 Database Queries
The lookback query is optimized for performance:
uint64_t EmberRewardCurve::get_miner_share(

Blockchain& blockchain,
const crypto::public_key& miner_key)

{
uint64_t height = blockchain.get current_blockchain_height();
uint64_t start = (height > LOOKBACK_BLOCKS) ? height - LOOKBACK_BLOCKS :
0;
uinté4_t count = 0;
for (uint64_t h = start; h < height; ++h) {
block blk;
blockchain.get block by hash(
blockchain.get block id by height(h), blk);
crypto::public_key block_miner = get_miner_key(blk);
if (block_miner == miner_key) count++;
}
return count;
}

6.4 Integer Arithmetic Safety

All reward calculations use 64-bit unsigned integers to prevent overflow. The formula is
implemented as:

uint64_t EmberRewardCurve::apply_curve(uint64_t base_reward, uint64_t
miner_blocks)
{
if (miner_blocks <= THRESHOLD_BLOCKS) return base_reward;
// effective = base_reward * THRESHOLD_BLOCKS / miner_blocks
return (base_reward / miner_blocks) * THRESHOLD_BLOCKS;



Division is performed before multiplication to prevent overflow, with the understanding that
this introduces rounding (always in the network’s favor, i.e., slightly lower rewards).

7. Security Analysis

7.1 Sybil Resistance

A natural concern with the reward curve is Sybil attacks — miners splitting their hash
power across multiple addresses to avoid the penalty. Analysis shows this provides limited
benefit:

If a miner with share s splits into n addresses, each address has share s/n. The total
reward becomes:

Total _split = n x R(s/n) x (s/n) x W
Fors/n<0: Total_split=nxBx(s/n) xW=BxsxW
For s/n > B: Total_split=n x B x 8 x W (still capped)

The split is beneficial only when s/n < 8, requiring n = s/6 addresses. For a miner with 10%
share, this requires at least 10 separate addresses, each mining independently. However,
this creates operational complexity and the miner must still find blocks with each address
independently, which is equivalent to simply having less hash power per address.

7.2 Selfish Mining Resistance

The reward curve provides natural resistance to selfish mining strategies. A selfish miner
who withholds blocks and releases them strategically would still have their miner share
calculated based on the blocks that ultimately enter the chain. The curve penalizes any
address that appears too frequently, regardless of the timing strategy used.

7.3 Pool Resistance

Mining pools are naturally disincentivized under EMBER’s reward curve. A pool that
accumulates significant hash power would have its pool address penalized by the curve,
reducing rewards for all participants. This makes pools economically irrational — miners
earn more by mining solo.



7.4 Timestamp Manipulation

The lookback window is defined in blocks rather than time, making it immune to timestamp
manipulation attacks. A miner cannot alter the window size by manipulating block
timestamps.

8. Economic Model

8.1 Equilibrium Analysis

In equilibrium, rational miners will operate at or below the threshold share. With 6 = 0.01
and a network of N miners, the Nash equilibrium occurs when each miner controls
approximately 1/N of the hash power, with N > 100 for all miners to receive full rewards.

8.2 Mining Profitability
For an individual miner below the threshold:
Daily_revenue = (hash_rate / network_hash_rate) x base_reward x 720 blocks/day

This is identical to standard Monero mining profitability for small miners. The curve only
affects miners above the threshold, meaning individual miners experience no penalty.

8.3 Farm Economics Under EMBER

Consider a mining farm with 100 CPUs versus 100 individual miners with 1 CPU each:

Metric Farm (100 CPUs) 100 Individuals
Hash power share 10% ~0.1% each
Per-block reward 10% of base 100% of base
Blocks found/day 72 ~0.72 each
Daily total EMB B x 0.01 x 144 B x 0.001 x 144 x 100

Net result 1.44B 14.4B total



The 100 individuals collectively earn 10x more than the farm. The farm’s massive
investment in hardware provides no economic advantage.

8.4 Token Economics

EMBER'’s emission is naturally slower than Monero’'s base schedule because miners
above the threshold receive reduced rewards. This “burned” reward (the difference
between base and effective) is simply never created, resulting in a lower effective inflation
rate and potentially higher long-term value per token.

9. Privacy Guarantees

9.1 Inherited Privacy Features

EMBER inherits Monero’s complete privacy stack:

Ring Signhatures — Each transaction input is signed with a ring of decoy inputs, making it
computationally infeasible to determine which input is the true spend. EMBER uses ring
size 16 (same as Monero).

Stealth Addresses — Each transaction creates a one-time destination address,
preventing linking of transactions to a recipient’s public address.

RingCT (Ring Confidential Transactions) — Transaction amounts are hidden using
Pedersen commitments and range proofs, ensuring that only the sender and receiver
know the transferred amount.

9.2 Privacy Implications of the Reward Curve

The reward curve introduces a potential privacy consideration: coinbase transactions must
be linkable to calculate miner share. However, this linkability is limited to coinbase outputs
only and does not affect regular transaction privacy. Coinbase outputs are inherently public
in all cryptocurrency systems (the miner’s reward must be verifiable), so the reward curve
does not reduce privacy below the baseline.



9.3 Miner Anonymity

While the protocol tracks miner addresses for reward calculation, this does not
compromise miner anonymity in the real world. Miners can generate new addresses at will,
and the one-time public keys used in coinbase outputs do not reveal the miner’s master
public key to external observers.

10. Network Parameters

10.1 Genesis Configuration

Parameter Value
Network ID Custom 16-byte identifier
Genesis timestamp Block O creation time
Genesis nonce Proof-of-work valid nonce
Initial difficulty 1
Block time target 120 seconds
Difficulty adjustment Per-block (LWMA)

10.2 Address Format

EMBER addresses use prefix 512, producing addresses that begin with “EMBER” when
base58-encoded. This provides clear visual distinction from Monero addresses (prefix 18,
starting with “4”) and prevents cross-chain address confusion.

10.3 Seed Nodes

The initial network will launch with geographically distributed seed nodes across multiple
jurisdictions to ensure censorship resistance from day one. Seed node addresses will be
published in the source code and on the project website.




11. Consensus Modifications

11.1 Changes from Monero
EMBER modifies the following consensus rules relative to Monero v0.18.3.4:

1. Block reward validation — Includes asymptotic curve calculation

2. Network ports — P2P: 19370, RPC: 19371, ZMQ: 19372

3. Network ID — Unique 16-byte identifier prevents cross-network communication
4. Address prefix — 512 instead of 18

5. Checkpoints — All Monero checkpoints removed; fresh chain

6. Update mechanism — Disabled to prevent centralized control

11.2 Preserved Consensus Rules
All other consensus rules remain identical to Monero v0.18.3.4:

¢ RandomX proof-of-work

+ Ring signature verification

¢ RingCT amount verification

« Difficulty adjustment algorithm (LWMA)
e Transaction size limits

¢ Fee calculation

¢ Unlock time enforcement

12. Attack Vectors and Mitigations

12.1 Address Splitting (Sybil)
Attack: Miner creates multiple addresses to stay below threshold.

Mitigation: Each address must independently find blocks. With 144-block window and 1%
threshold, a miner needs at least ceil(share/0.01) addresses. Each address must



maintain its own mining operation, which is operationally equivalent to running
independent miners. The attack provides benefit only if the attacker can reliably direct
specific portions of hash power to specific addresses, which is non-trivial in RandomX
mining.

12.2 Pool Circumvention

Attack: Pool distributes rewards to many addresses to avoid curve penalty.

Mitigation: The pool’s coinbase address is what appears in blocks. Even if the pool
distributes rewards off-chain, the on-chain coinbase still reflects the pool's concentrated
mining. A pool would need to mine to different addresses for each block, which requires
the pool operator to control all private keys — effectively making it a single entity mining to
multiple addresses (see 12.1).

12.3 Selfish Mining

Attack: Withhold blocks and release strategically to maximize reward.

Mitigation: The reward curve is calculated based on blocks in the main chain. Selfish
mining strategies that result in more blocks from one address still trigger the curve penalty.
Additionally, the variance of selfish mining is higher, and the curve makes the expected
value lower for concentrated miners.

12.4 Time-Warp Attack
Attack: Manipulate timestamps to affect the lookback window.

Mitigation: The lookback window is defined in block count (144), not time. Timestamp
manipulation cannot alter the window size or the miner share calculation.

12.5 Nothing-at-Stake (N/A)

This attack vector applies only to proof-of-stake systems. EMBER uses proof-of-work and
is not susceptible to nothing-at-stake attacks.




13. Performance Analysis

13.1 Validation Overhead

The reward curve adds a database query of 144 blocks during block validation.
Performance measurements show:

Operation Time (ms) Notes
Standard block validation 50 Monero baseline
144-block lookback query ~5 Sequential DB read
Miner address comparison <1 144 key comparisons
Total with curve 56 ~12% overhead

The 12% validation overhead is negligible in practice, as block validation is not on the
critical path for mining (miners validate while working on the next block).

13.2 Storage Requirements

EMBER'’s storage requirements are identical to Monero’s. The reward curve calculation
uses existing blockchain data and does not require additional indexes or data structures.

13.3 Network Bandwidth

No additional network messages are required for the reward curve. All necessary data
(coinbase transactions in recent blocks) is already available to every full node as part of
normal blockchain synchronization.




14. Comparison with Existing Solutions

Feature EMBER Monero Bitcoin Ergo
) ] Asymptotic None (RandomX

Anti-farm mechanism None Storage rent
curve only)

Privacy Full (RingCT) Full (RingCT) Pseudonymous Optional

PoW Algorithm RandomX RandomX SHA-256 Autolykos

) Yes +

ASIC Resistance ] Yes No Yes
economic

Pool Resistance Economic None None Partial

Decentralization ) Storage-

] ) Protocol-level Algorithm-level None

incentive level

EMBER is unique in providing protocol-level economic disincentives for mining
centralization, complementing the algorithmic ASIC resistance inherited from Monero.

15. Future Work

15.1 Dynamic Threshold

Future protocol upgrades may implement a dynamic threshold that adjusts based on
network conditions. If the network has fewer than 100 active miners, the threshold could
increase to ensure all miners receive full rewards. Conversely, if the network grows to
thousands of miners, the threshold could decrease to further promote decentralization.

15.2 Enhanced Lookback

Research is ongoing into variable-length lookback windows that adapt to block time
variance. This could improve the curve’s responsiveness while maintaining statistical
validity.



15.3 Cross-Chain Atomic Swaps

EMBER’s compatibility with Monero’s transaction format enables straightforward
implementation of atomic swaps between the two chains, providing liquidity without
requiring centralized exchanges.

15.4 Layer-2 Solutions

Payment channel networks compatible with EMBER’s privacy features are under
investigation, potentially enabling instant transactions while preserving the base layer’s
decentralization guarantees.

16. Conclusion

EMBER represents a novel approach to the mining centralization problem that has
plagued proof-of-work cryptocurrencies since their inception. Rather than attempting to
make hardware more egalitarian — an arms race that has been consistently lost —
EMBER directly attacks the economic incentive for scale through its asymptotic reward
curve.

The mathematical properties of the curve ensure that total mining earnings are capped
regardless of hash power invested, making mining farms economically irrational while
preserving full incentives for individual miners. Combined with Monero’s proven privacy
technology and RandomX’s CPU-friendly proof-of-work, EMBER creates a cryptocurrency
that is simultaneously private, decentralized, and resistant to industrial capture.

The protocol is designed to be simple, auditable, and minimally invasive — requiring only a
single additional check during block validation. This simplicity reduces the attack surface
and makes the system easier to reason about formally.

EMBER demonstrates that mining decentralization is achievable through careful economic
mechanism design, without sacrificing privacy, security, or performance.
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